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An Old Scam with a New Twist 

O C T O B E R  2 0 1 8   

Just when you think you’ve got them all figured out, hackers and scammers come up with a 

new way to trick you out of your personal information and your money.  To stay safe online, 

we need to remain vigilant against sketchy emails, suspicious text messages and pop-up alerts.  

Let’s look at a new scam that is making headlines. 

Several NHRMC employees have received this type of email in recent weeks.  With this scam, victims receive an email 

from the scammer stating that they have been recorded watching pornographic material online. The scammer claims to 

have footage of what the victim was watching, as well as footage of the victim from their webcam. 

The twist here is that the emails list a      

real password that the victim has used in 

the past in the subject header and in the  

actual email text, making the email extra 

convincing and creating immediate panic.  

The victim is then asked to pay a bribe in 

Bitcoin or the video will be made public 

and sent to all of their contacts. 

If you receive this email, don’t despair. 

First, rest assured that nobody has any 

compromised footage of you. Secondly, 

if you are still using that password     

anywhere change it immediately. 

Remember, you should never re-use the same password on multiple sites. Instead, use a Password Manager to help 

remember your various passwords.   Click here to see a list of the Best Password Managers of 2018. 

Quiz for Tickets & Gift Cards 

Click on these links to read newletters from Week 1 and Week 2 and take the quizzes for more chances to win. 

We will be having drawings for movie tickets and prizes each week in October by reading the weekly newsletter and 

taking the quiz.  You can take this weeks quiz at this link:  https://www.surveymonkey.com/r/IS_Security_2018_3 

https://tech.co/the-best-password-managers-2018-06
https://www.pcmag.com/article2/0,2817,2407168,00.asp
https://capslive.nhrmc.org/-/Media/CA1DB79EFCCC45F89828BBFDA7275D5D.ashx
https://employee.nhrmc.org/-/Media/31C46C3F44F740D2A4D371FA80ADE42B.ashx
https://www.surveymonkey.com/r/IS_Security_2018_3

